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Payment Screening 

Machine Learning 
Maximises Efficiency
Financial institutions are finding it increasingly costly to comply with the ever-stricter 
payment screening requirements to prevent money laundering and terrorist financing. 
One key expense driver is the compliance staff needed to process the soaring number 
of suspicious activity reports. Another is the rapidly growing trend towards instant pay-
ments, requiring new mechanisms to check incoming and outgoing transactions. These 
are all circumstances increasingly ripe for the use of machine learning. 
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using fixed patterns, such as swapping letters. All test data 

sets should then remain assignable to the original names, 

if possible, in the tested system. The more proficiently such 

a system can process the test cases, the more effectively it 

works.

Balancing Effectiveness and Efficiency:  
Cost vs. Risk
Regulatory requirements are not the only thing driving banks 

to rethink how they monitor transactions. The need to stream-

line work is also a factor. Efficiency is defined by the workload 

involved when a hit is recorded, since all potential hits must 

be checked and clarified. The next step is to decide whether 

the name linked to the payment corresponds to a real identity 

on the sanctions list. The fewer hits are needlessly flagged, 

the more efficiently the system works.

The question is when can a potential hit be confirmed as 

real (a true positive) or a false positive, i.e., a hit confirming 

that the identity of the person is unrelated to any blacklisted 

or sanctioned individual? The main challenge is how to handle 

the excess potential risks (hits) that fuzzy screening generates 

compared to an exact search, given that both fuzzy and actual 

hits are retrieved. This ramps up the pressure on payment 

and compliance staff still further because all hits have to be 

manually clarified.

Instant Payments Compound the Cost/Risk 
Conundrum
The growing importance of instant payment methods is ma-

king it even more difficult to reconcile the conflicting goals of 

achieving greater effectiveness through fuzzy matching and 

minimising false positives. Unfortunately for customers, the 

10-second time window for manual processing precludes any 

scope for manual processing, ruling out a false positive.

A real-time performance environment also increases the 

requirements of a more complex verification logic that is 

better able to distinguish between true positives and false 

positives. All this means payment screening systems must be 

configured to identify genuine risks only and generate as few 

false positives as possible. 

Banks can use machine learning to help meet the high quality 

that fuzzy matching demands, while minimising the number 

of false positives generated. For more on this, we can look 

at the example of the VP Bank Group, a private multinational 

bank, which reveals how the payment screening switchover 

from “exact” to “fuzzy” played out.

Credit institutions now have to operate payment scree-

ning systems that help flag and identify payment transactions 

showing indications of money laundering, terrorist financing 

and other criminal acts. These systems automatically check 

the incoming and outgoing payment data against sanctions 

lists, embargo lists and other blacklists.

The scope of checking generally includes surnames, first 

 names, company names, aliases, domiciles, alternative 

 spellings and booking texts. In the event of a positive hit, the 

payment is placed on hold pending full clarification.  » 1 

If there is a potential match between transaction data and 

data on the sanctions list (i.e., a hit), the payment is suspended, 

and the details sent to the local compliance unit for clarifica-

tion and further processing.

Financial Regulators Require Banks to Use 
Fuzzy Matching 
Financial institutions are having to meet ever-intensifying de-

mands to effectively shut off money laundering and terrorist 

financing. For example, various regulators expect the use of 

software to screen names for similarities with sanctioned 

 parties, using fuzzy logic.

In this context, fuzzy matches should encompass not only 

risky transactions with identical name strings, but also those 

with similar string matches, for example, where names have 

been changed due to a typo or spelt differently, whether 

 mistakenly or by design. The search logic should highlight 

such instances without fail and dependably detect as many 

falsifications as possible.

Determining the effectiveness of fuzzy screening involves 

clarifying which types of falsification the algorithm can rec-

ognise. This, in turn, involves performing effectiveness tests. 

The first step is to generate test data, in which names that 

could be positive matches have been deliberately falsified 
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Source: ACTICO GmbH.

01 | Check criteria of a payment screening system

When there is a hit, the payment is 
stopped until the clarification of the 
issue is finished.
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VP Bank Uses Fuzzy Payment Screening
The VP Bank Group is one bank embracing this approach. 

The private multinational recently switched to fuzzy screening 

for its payment checking; underpinned by machine-learning 

 processes. The project team, including employees from 

the Compliance Department, Payment Transactions and IT, 

worked intensively to calibrate and test out the new payment 

screening system.

The project team at VP Bank Group focused all its efforts 

on finding the optimal balance between effectiveness and ef-

ficiency. In a nutshell, this means: 

1.  Identifying as many risky transactions as possible (effec-

tiveness)

2. Minimising the number of transactions that ultimately 

prove risk-free (efficiency).

The project team proceeded as follows: 

 ■ Implementing a new software system by ACTICO based on 

machine learning with a view to replacing exact searches 

with fuzzy matching

 ■ Commissioning an external consultant company to review 

effectiveness

 ■ Calibrating the system via efficiency tests based on historical 

transaction data of the bank

 ■ Continuously improving the hit rate while in operation

The takeaways from a 7-month project phase: 

 ■ Significant improvement in quality of hits

 ■ Workload halved

The Project in Detail: Using Machine Learning 
Helps Optimise Effectiveness and Efficiency
The ACTICO software introduced by VP Bank relies on a newly 

developed machine learning model that intelligently combines 

wide-ranging comparison algorithms. Machine learning is a 

form of artificial intelligence in which the system generates a 

statistical model from a set of training data, which in this case 

can apply laws learned from training data to unknown data. 

When screening payments, the model determines whether 

the transaction is risky, requires extra scrutiny, or whether it 

can be classified as harmless. Models can also be repeatedly 

refined through targeted training.

So fuzzy matching, plus machine learning, is the best way 

of resolving the conflicting goals described above. The aim of 

introducing a machine learning model when monitoring pay-

ments is to find and flag fuzzy matches more easily, without 

triggering excessive clarifications.

Why Combining Different Comparison  
Algorithms is Extra Effective
Several different algorithms already exist and meet the fuzzy 

matching requirements. They use various criteria as a basis 

to determine similarities between two-character strings and 

generally come in two main types:

1. Phonetic algorithms examine whether two words sound 

similar – in other words, whether they are phonetically 

similar. The double-metaphone algorithm is one example.

2. Distance algorithms, conversely, directly compare the 

typeface of the words being examined. This includes, for 

example, the Levenshtein distance algorithm, which cal-

culates the minimum number of insertions, deletions and 

replacements needed to transform one word into anoth-

er. A special subclass of distance algorithms is token- or 

sequence-based algorithms, which divide the string into 

small parts (tokens) or sequences and calculate similari-

ty based on these. Examples include algorithms based on 

n-grams or the Longest Common Substring algorithm.

Each of these algorithms excels when it comes to recognising 

certain patterns but fails at others. For example, the Levensht-

ein algorithm can very easily recognise a simple interchange 

of two letters. The different spellings of a name, however, like 

“McKay, Mackay, Mackie”, are far easier for a phonetic algo-

rithm to identify.
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Choose the Right Features for Peerless  
Pattern Picking
A learning algorithm needs certain features in place to cre-

ate a model from the training data. These map the various 

similarity types of pairs to be examined to machine-reada-

ble values, which, in turn, allows the advantages of different 

similarity algorithms to be combined. The ML algorithm then 

learns to interpret these values in such a way that it can dis- 

tinguish between hits and non-hits. The better the features 

represent all the information about the similarity of pairs be-

ing compared, the better the model can learn to identify risky 

transactions.

When different similarity algorithms were compared to the 

ACTICO Machine Learning model, evaluated on a standard-

ised test data set, the latter algorithm performed far more 

efficiently (precisely) with equivalent effectiveness (recall).

Training Data: The Nuts and Bolts 
A machine learning model is only as good as the data it learns 

from. So-called supervised learning requires a set of labelled 

data for training. In a payment screening context, this means 

combining and comparing transactions and sanctions lists to 

determine whether the combination triggers a hit. To max-

imise effectiveness, it is crucial to ensure the learning data 

covers as many patterns as possible to be later found by the 

model. Retaining high efficiency, however, depends on defin-

ing sufficient training data for which similarities should not 

generate hits. This is the only way the system can learn to 

distinguish between risky and harmless transactions. 

Accordingly, the approach leveraged the experience of VP 

Bank Group and other partners to create suitable learning 

data and allow a standardised machine learning model to be 

trained. Bringing together various partners to develop the 

model and pooling their expertise also helped keep costs low.

Here are some musts for an effective machine learning 

model:

1. Learning data that sufficiently covers all patterns to be 

 recognised.

2. Learning data which, despite a certain similarity, does not 

elicit a hit.

3. Features that map all the similarity information needed to 

recognise patterns as machine-readable values.

4. Evaluation and optimisation of parameters.

Use External Third Parties to Evaluate  
Effectiveness 
Getting an independent third party to recheck and reconfirm 

that the system is also compliant with current requirements 

imposed by supervisory authorities is also a good idea. Here, 

test data is normally sourced from auditors or management 

consultancies. The information is usually based on synthetic 

data and thus usable at various institutions for benchmarking. 

This means an effectiveness test by an independent third 

party not only reveals how effectively the system handles dif-

ferent patterns but also indicates the system quality compared 

to the algorithms used elsewhere. Benchmarking by an exter-

nal consulting firm at VP Bank confirmed the above- average 

effectiveness of the ACTICO model.
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Using Historical Transactions (Efficiency Test)
Never go live with a new system without testing its efficiency on 

historical transactions of the bank. Testing on real transactions 

is the only way to determine how many hits an algorithm really 

generates in daily operation and whether the compliance de-

partment can manage the resulting workload. Testing efficiency 

with real data also allows the hit patterns between old and 

new systems to be compared. If certain hits only surface on 

one or other of the systems, this may reveal further scope for 

optimisation that could – or even must – be implemented. Key 

pointers such efficiency tests should reveal include:

[a]  How much work is involved compared to the old system?

[b]  Were any historical hits (true positives) no longer detected 

by the new system (false negatives)?

[c]  What is the quality of the additional hits identified by the 

new system? 

Does the system fail to meet expectations on historical data, 

i.e., generating excessive low-quality hits? Do the learning 

data and features need to be optimised still further?  

Before the Go-Live: Last Steps to Help Limit 
False Positives 
The criteria defining a true positive are clearly defined when 

it comes to checking the effectiveness of an algorithm. When 

determining its efficiency, however, the incidence of some hits 

in the current operation that occur justifiably, but undesirably, 

must be considered. One classic example is when a client or 

counterparty recurs repeatedly in transactions and is named 

similarly enough to someone blacklisted to raise flags, despite 

being a different person. The fuzzier the match, the more such 

unwanted hits proliferate, and no single algorithm can com-

pletely eliminate them, no matter how intelligent.

This underlines the need to identify these unwanted hits 

before going live and calibrate the system accordingly. This is 

done by establishing suitable whitelisting, to ensure the un-

wanted hits do not burden the manual clarification run more 

than necessary. The difficulty here is to calibrate the whitelist-

ing in such a way that efficiency is increased but the effective-

ness of the algorithm is not impaired. 

Calibration and Testing with Thousands of 
Payments
The VP Bank team put the tool through its paces to assess its 

efficiency with the new test logic by importing several thou-

sand payments daily. Targeted dynamic evaluations then 

helped pinpoint which check elements caused hits to peak. 

Conversely, whitelisting in a targeted approach, recording ex-

ceptions against certain aliases for example, helped eliminate 

numerous spurious hits.

Careful calibration of the system meant the daily hit volume 

was already down on its predecessor at the time of go-live, 

despite the fuzzy search.

The hit volume then declined continuously after the go-live 

and the hit quality increased. At the same time, the amount of 

transactions forwarded to the compliance team for in-depth 

clarification exceeded 15 percent as a proportion of all diverted 

transactions. This reflects how the system boosted the quality 

of the diverted transactions.   » 2 
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Source: VP Bank Group.
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Optimizing the system with Machine Learning and targeted whitelisting is steadily reducing the number of fuzzy matches. The quality of 
hits is improving and the payments team has to clarify fewer and fewer unnecessary hits. 
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Conclusion 
The biggest challenge facing financial institutions 
striving to meet what are ever-stricter payment 
screening requirements is how to balance effec-
tiveness and efficiency. The use of fuzzy match-
ing can cause the number of false positives – and 
the manual clarifications they require – to rocket, 
which can overwhelm available resources. In oth-
er words, the fuzzy screening requirement seems 
difficult to reconcile with the goal of minimising 
correct hits. 
 
Having said that, using machine learning meth-
ods can significantly boost hit quality and achieve 
results commensurate with the risk profile of an 
institution. Combined with careful calibration, VP 
Bank rolled out a new payment screening system 
that meets the fuzzy matching requirements but 
still generates fewer false positives.


